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Control of System Software as per clause 5.18 of API 16D edition 3rd.

1. Purpose

1.1.  The scope of this procedure for BOP control system software design verification,

installation and validation procedure. It also includes software FMEA and its maintenance.

2. Reference documents

2.1. API16D

3. General requirement as per clause 5.18.1 of API16D

3.1. The control system software requirement per customer should be fulfilled. The proof of
fulfilment should be verified , documented and provided to customer. The Proof of
fulfilment is tobe covered through Factory Acceptance Test (FAT) procedure for
indivisual control unit. (R&D-CTP-0001)

32. The referance standards and process involved in the design and development of the
system software is tobe followed properly.

3.3. The processes involved in Design and Development beside upgrdation of software is tobe
documented with traciblity records and revision no. (eg: The PLC input and Output
addressing to be preseved with identification no.)

3.4, The software is passoward protected to prevent its use by the person do not have in
proper knowledge of design and deveoploment of software.

35,  Software used- 10.0 PAC Machine Edition Professional Development Suite or simatic
step 7 version 19.0
programming language - Ladder Diagram OR LD

Standard used- IEC 61131-3
programmable logic controller (PLC) used — EMERSON or SIEMENS

4. Classification of Software Life Cycle Process as per clause 5.18.2 of API 16D

Software life cycle is process by which software is developed , deployed and sucessfully
installed on the control unit.
The software life cycle process shall include the following:

4.1. Software functional specification




‘__g:‘_/pc Section: CES 26 — 120
@  PRESSURE CONTROL

CPC ENGINEERING SPECIFICATION

Issue:  “A” Rev No: “0”
Eff. Date: 15-02-2024 Page: 3 of31

4.2.
4.3.
4.4,

Software Design and Development
Software Verification and Validation

Software Production and Maintenance

5. Software functional Specification per clause 5.18.3 of API16D

5.1

3.2,

b 8

5.4.

All the functional specfication is documented per clause 5.18.3.1 of APT16D in
Annexure 'A' of CPC/R&D-CTP-0002

All the additional functional specification is documented per clause 5.18.3.2 of API16D
in Annexure 'A' of CPC/R&D-CTP-0002

Technical requirment of system capabilities represent in checklist and documented per
clause 5.18.3.3 of API 16D in Annexure 'A' of CPC/ R&D-CTP-0002

Software functional specification review format documented per clause 5.18.3.4 of

API16D in Annexure 'B' of CPC/ R&D-CTP-0002

6. Software Desisn and Development as per clause 5.18.4 of API 16D

6.1

6.2

6.3

6.4

6.5

6.6

6.7

7. Software Validation and Verification as per clause 5.18.5 of API 16D

Software design review should be conducted and tested at different stages as per clause
5.18.4.1 of API 16D. All panel should be tested individualy at preliminary , critical and
final design stages and documented in Annexure 'B' of CPC/ R&D-CTP-0002

The system design architecture drawing includes system topology,logic flow diagram as
per clause 5.18.4.20f API16D and documented in Annexure 'C' of CPC/R&D-CTP-
0002

Failure modes effect analysis (FMEA) per clause 5.18.4.3 of API16D is tobe carried out
and documented in Annexure 'G' of CPC/ R&D-CTP-0002

The design and development of software code should follwed per IEC standard.

The software code includes the design and devoplement of programming software that it
could be understood and implemented by other relevant software engineer. as per clause
5.18.4.5 of API16D

Softcopy of installation and devoplement tools guide should be documented as per

clause 5.18.4.6 of API16D (manufecturer, software plateform and version) ..

Generally,this is possible by using PLC software inbuilt.
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7.1

T2

1.5

7.4

71:5

7.6

It

7.8

1.9

7.10

Software verification and validation for BOP control system enable user to provide local,
system and global effect per Annexure 'G' of CPC/ R&D-CTP-0002

PL.C Software enable and validate all the operational logic , instructions and
communication parameter

The Individual software component testing is tobe documened in Annexure'B' of CPC/
R&D-CTP-0002

Assembled panel testing performance is tobe documened in Annexure'B' of CPC/
R&D-CTP-0002

Every line of code and correspounding logic path having statement true/false is tobe
executed at least once. This facility is availble in plc software itself.

The Software integration level test is tobe done to test the complete integrated Modules
beside testing individually before integrating the components. Once all the module are
tested,software integration testing is done by integrating all the modules and the system
as a whole is tested. and the result is tobe documented in Annexure'B'

The testing shall be performed with BOP control unit per Factory Acceptance Test
procedure (FAT).

In case of failure of the communication between the panels provision of communication
fail alarm is to be incorporated through software.

Every line of code and logic path shall be tested as part of white box testing as per
Annexure 'E'

Single Unit funcitionality which provides input v/s output shall bee treated as black box

testing as per Annexure 'B', Annexure 'F' & Annexure 'A'
9

8. Software Production and Maintenance as per clause 5.18.6 of API 16D

8.1.

8.2.

5.3,

8.4.

8.5.

The modification to existing software shall be reviewed and documented in softcopy
(retain old program and modify program)
The PLC software is developed ,deployed and installed under shoftware development

life cycle (SDLC) with traciablity records.

time, reason, unique identification and name of person conducti _’

Back-up is tobe stored in safe location seperately. in Annexure'H'
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internet accessiablity to software.
8.6. The latest version of manufacturer supplied software platform is to be used to create PLC

Programme for control unit.Date of incorporation of latest software platform is tobe

recorded.
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OBJECTIVE: TO CREATE A BLOCK DIAGRAM WHICH WILL SHOW HOW A VALVE CAN BE

Annexure 'C'

SOFTWARE FUNCTION PROCEDURE FOR PLC SLAVE PANEL

OPERATED FOR OPEN & CLOSE FUNCTIONS
BASIC LAYOUT: (A) FOR OPEN FUNCTION

STEP1: STEP 2: STEP 3: STEP 4:
PRESS ONE BIT O/P SOLENOI
PUSH FROM SLAVE | 1S MODULE D VALVE
NTO MODUL i;EEsDTg}({) MASTER SOLENOID MASTER
OPEN E OF PLC PANEL PANEL VLV. PANEL)
VALVE WILL RECEIVE
(DIGITA SLAVE HOLD THIS
L PANEL THIS BIT SIGNAL
SIGNAL FOR 5
WILL BE SEC
GENERA
TED)

STEP 7: STEP 6: STEP 5:
THE COIL
?}%OXIMI PROXIMITY XSI{YI‘IEIT ) AIR SIGNAL TO L
DETECTS | senses MOVES OPERATE VL. | SOLENOID
& SENDS VLV.POS. TO OPEN VLV.
INPUT POSITION GETS
SIGNAL ACTUATE
TO D&
AMPLIFI FURTHER
ER ON OPERATES
MASTER =

PANEL.
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STEP STEP STEP 10:
INP —» NOWIN
AMPLIFIED ” MOEELE OF IF WITHIN 5 STEP 4, THE
SIGNAL IS SEC THIS BIT IS HOLD BIT
RECEIVED MASTER RECEIVED
RECEIVES THIS WILL BE
BY INPUT - INPUT BIT RELEASED
ﬁ?s)%}f OF WHEN THIS
- ELSE, IF BIT IS
TR 5 RECEIVED.
< i THEN THIS
[ BIT IS NOT ggﬁg?s TO
BTERI2: | FECHYED MODULE OF
DETAILS SLAVE
WILL BE PANEL.
SAVED PLC SLAVE MODULE, IN THIS
FOR THIS || CASE, ALSO WILL RECEIVE BITS _
| BIT ON FROM MASTER THESE WILL BE STEP 11: >
FUNCTIO FOR THE FOTT.OWING AS SHOWN
y
THIS OUTPUT
MODULE SENDS
| SIGNAL TO THE
FIRST BIT SECOND BIT THIRD PILOT LIGHT
WILL GOES TO O/P BIT FOR VAL. OPEN
ACTUATE MODULE OF GOES GLOWS
THE POP UP SLAVE PANEL TO O/P
SCREEN FOR || TO GENERATE MODU v
FUNCTION A FLASH LE OF DETALLS WILL BE
FAIL. SEQUENCE (I SLAVE SAVED FOR THIS
SBE-ON o 1 L BIT WHEN VALVE
SEC OFF) OF BLOW OPERATES
PILOT LIGHT HORN,
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NOW THESE THREE BITS WILL HAVE TO RESET BY ACKNOWLEDGE (ACK.) BUTTON ON
THE SLAVE MODULE.

STEP 13: STEP 14: STEP 15: STEP 16:
ACK. CAN WHEN THIS BIT THIS RESET
BE DONE .| ACK. WILL . WILL
EITHER | BUTTON IS CORRESPO | CHANGE THE
FROM PRESSED, NDINGLY STATE OF
TOUCH THIS BIT MOVE TO BITS (HIGH TO
SCREEN OR GOES TO THE LOW) IN THE
RESET PUSH INPUT OF MASTER MASTER
BUTTON ON SLAVE PANEL.

PANEL. PANEL.
STEP 17:
h 4

NOW THE SCREEN
POP UP WILL BE
RESET, FLASH
WILL STOP &
HORN WILL BE
SILENCED IN THE
SLAVE PANEL.

(THIS WILL BE BECAUSE THERE WILL BE NO SIGNAL FROM MASTER PANEL FURTHER)




CPC ENGINEERING SPECIFICATION

Section: CES 26 — 120

Issue: “A” Rev No: “0”
Eff. Date: 15-02-2024 Page: 9 of 31
BASIC LAYOUT: (B) FOR CLOSE FUNCTION
STEP 1: STEP 2: STEP 3: STEP 4:
PRESS ONE BIT O/P SOLENOI
PUSH R | 18 MODULE D VALVE
BUTTON RECEIVE i OF . (ON
TO " DINI/P MASTER MASTER
CLOSE MoDpULE |THISBITIS|  pANEL SENDS PANEL)
VALVE OF PLC SENDTO | wiLL TO RECEIVE
(DIGITAL SLAVE MASTER | pgoLp | SOLENOI | THig
SIGNAL PANEL PANEL | ThisBIT | DVLV. | SIGNAL
WILL BE FOR 5
GENERA SEC
TED)
STEP 7: STEP 6: STEP 5:
Y
PROXIMIT VALVE THE COIL
Y ON UNIT ON
< DETECTS |« MOVES [ AR SOLENOI
& SENDS PROXIMITY SENSES VLV.POS. | 1O SIGNALTO | D VLV.
INPUT CLOSE OPERATE | GETS
SIGNAL i ACTUATE
TO D&
FURTHER
OPERATE
S THE
J VALVE
ON
ACCUMU
LATOR

UNIT.
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STEP 10:
STEP 8: STEP 9:
AMPLIFIED INPUT NOW IN STEP
SIGNAL IS MODULE 4, THE HOLD
RECEIVED »| OF ,| BIT WILL BE
BY INPUT MASTER IF within s sec THiIs BiTls | RELEASED
RECEIVES RECEIVED WHEN THIS
BIT IS
}_E,EES e RECEIVED.
& ELSE, IF WITHIN | JHEN TEHIS .
5 SEC THIS BIT IS ]CS)ET(E’?JTS T
.| NOT RECEIVED
DETAILS STEP 12: MODULE OF
WILL BE PLC SLAVE MODULE, IN THIS CASE ELQQE
SAVED FOR ALSO WILL RECEIVE BITS FROM ANEL.
THIS BIT ON MASTER .THESE WILL BE FOR THE -
FUNCTION FOLLOWING AS SHOWN BELOW 4
e STEP 11
b
v v THIS
FIRST BIT SECOND THIRD BIT OUTPUT
WILL BIT GOES GOES TO MODULE
ACTUATE TO O/P O/P SENDS
THE POP MODULE MODULE OF | | SIGNAL &
Up OF SLAVE SLAVE TO THE PILOT
SCREEN PANEL TO BLOW LIGHT FOR
FOR GENERATE | | HORN. VALVE
FUNCTION || A FLASH CLOSE
FAIL. SEQUENCE GLOWS
(1 SEC ON Y
& 1 SEC DETAILS WILL BE
OFF) OF SAVED FOR THIS
PILOT BIT WHEN VALVE
LIGHT OPERATES

NOW THESE THREE BITS WILL HAVE TO RESET BY ACKNOWLEDGE (ACK.) BUTTON ON
THE SLAVE MODULE.
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STEP 13: STEP 14: STEP 15: STEP 16:
ACK. CAN BE ‘| WHEN ACK. »| THIS BIT »| THIS RESET
DONE EITHER " BUTTON IS WILL WILL
FROM TOUCH PRESSED, CORRESPOND CHANGE THE
SCREEN OR THIS BIT INGLY MOVE STATE OF
RESET PUSH GOES TO TO THE BITS (HIGH
BUTTON ON INPUT OF MASTER TO LOW) IN
PANEL. SLAVE PANEL. THE MASTER
PANEL.
STEP 17:
A
NOW THE
SCREEN
POP UP
WILL BE RE

(THIS WILL BE BECAUSE THERE WILL BE NO SIGNAL FROM MASTER PANEL FURTHER)
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Annexure 'D'
TROUBLESHOOTING GUIDE FOR SMART CONTROL PLC PANEL
FAULT - 1: ON TURNING ON THE PANEL, NOTHING COMES UP

2 CHE
J

NS SUPPL?

FROM INPUT

FAULT -2: AC -DC CONVERTER (SMPS) IS SUSPECTED TO RECEIVE MAINS SUPPLY
& CONVERT TO DC
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FAULT - 3: PROBLEMS OBSERVED ON PLC MODULES

POWER SUPPLY
CPU MODULE
INPUT MODULE/s
OUTPUT MODULE/s
ANALOG I/O

YV VYV VY

TO BRING THE PLC INTO RUN MODE FOLLOW THE
STEPS BELOW:

STEP - 2

STEP -3
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TRANSDUCER GIVES
SIGNAL TO THE INPUT
Al MODULE ON
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FAULT-5: NO COMMUNICATION BETWEEN MASTER PANEL & SLAVE PANELS.
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FAULT- 6: NO READINGS IS OBSERVED ON DIGITAL GAUGES

6.1 DIGITA]

NETNER

(DN ARE USE
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Software Qty Description Serial Contract Contract Activation Action
Number Level End Code
Machine Edition 7-
PAC v10.0 7- 43915201- 6be0106¢-db65-
Machine 1 Professional 43959401- 003-001,7-  None 446a-aele- Updated
Edition Development 003-001 43915201- b2add4d12a%
Suite 700 Points 003-002
Status * Family Product Version Number of lice.. License key License number Standard licens.. License type Validity Articie No.
v SIMATICSTEPT STEP7Basic 190 1 SIFISTBASBI900 10411000916193363831  Floating Unlimited Unlimited

Objectives
Programming Languages are LD, SFC, FBD, CFC and ST.
Ladder Diagram remains popular and easier because of its graphical nature so we used LD (Ladder Diagram).

As with lawn power tools, it is most efficient to use the best programming language for the application, to avoid
the complexity of driving the square application peg into the round tool hole. With IEC 61131-
3 programming languages, PLC programming and maintenance are enhanced when the strengths of all the

languages are used.

Programming languages: LD, SFC, FBD, CFC and ST

the strengths and best applications Ladder Diagram (LD) and Sequential Function Chart (SFC).

| “Which IEC 61131-3 Programming Language is best? Part 2” will discuss Function Block Diagram (FBD),
| Continuous Function Chart (CFC), Structured Text (ST), and how they can be mixed and matched for optimal
| results.

What is Ladder diagram (LD) programming?

Ladder diagram programing or LD, traces its history back some 100 years to relay ladder logic (RLL), which
was created to describe systems of electrical components such as relays, timers and motors. In the early days of
automation, when PLCs were replacing relays and timers, it made perfect sense to create a programming
language familiar to the user base and similar to the tool it was replacing. Unfortunately, as controllers became
more capable and evolved past relays and timers, the original LD language was pressed into services it was
never intended for and was poorly suited.

PLC and programmable automation controllers (PAC) applications. This was particularly true with controllers

59

Strengths of LD programming

|
|
This situation was exacerbated by the slow pace at which PLC vendors provided new languages better suited to

i

------
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The strength of LD and the key to its enduring popularity is its graphical nature. Of all the generalizations one
can say about engineers, it is safe to say engineers tend to be graphically oriented. (Who among us can
effectively communicate without paper and pencil, or a white board?) Early on, most LD

programming alternatives were text-based languages that did not resonate with engineers’ graphical nature.
This led to further reluctance to move on from LD. Fortunately, that situation is changing.

LD remains a great language for which it was originally intended — complex Boolean logic. Staying within this
realm, LD logic is simple to design and simple to debug. Figure 3 illustrates this point by showing the same
Boolean logic in several IEC 61131-3 languages. Say we are expecting “Inspect” to be TRUE. How easy is it
to determine why the result is not as expected? In LD, the answer is quickly determined by observing where
the path of solid blue contacts is interrupted.

Use the right language for control system programming

To communicate effectively in the English language, it’s important to have the right vocabulary and know how
to use that vocabulary effectively. To create effective industrial controls programs, it is important to have the
right languages and know how to use those languages effectively. IEC 61131-3 provides the languages, and
this article has provided guidance on effective use of LD
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Refer below annexures for detailed specification and supplementary specifications.

Annexure 'A'

ASSEMBLY AND TESTING PROCEDURE FOR PLC MASTER PANEL

ASSEMBLY AND TESTING PROCEDURE FOR PLC SLAVE PANEL
(Driller’s/Tool Pusher’s/Muster)

* Data for the Annexure ‘A’ to be recorded as per CPC/ R&D-CTP-0002-1

Annexure 'B'

SOFTWARE FUNCTION PROCEDURE FOR PLC MASTER PANEL

SOFTWARE FUNCTION PROCEDURE FOR PLC SLAVE PANEL
(Driller’s/Tool Pusher’s/Muster)

* Data for the Annexure ‘B’ to be recorded as per CPC/ R&D-CTP-0002-2

Annexure 'E'

SOFTWARE/HARDWARE CODE REVIEW FOR PLC MASTER PANEL

SOFTWARE/HARDWARE CODE REVIEW FOR PLC SLAVE PANEL
(Driller’s/Tool Pusher’s/Muster)

* Data for the Annexure ‘E’ to be recorded as per CPC/ R&D-CTP-0002-3

Annexure 'F'

MASTER SOFTWARE SECURITY REVIEW FOR PLC MASTER PANEL

MASTER SOFTWARE SECURITY REVIEW FOR PLC SLAVE PANEL
(Driller’s/Tool Pusher’s/Muster)

* Data for the Annexure ‘F’ to be recorded as per CPC/ R&D-CTP-0002-4

Annexure 'H'

PLC PROGRAMME TRACEABILITY RECORD

* Data for the Annexure ‘H’ to be recorded as per CPC/ R&D-CTP-0002-5
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A e, FAILURE MODE EFFECTIVE ANALYSIS (FMEA) PO. NO:-
%C_,— CONSOLIDATED (According to IEC 60812)
Q. PRESSURE CONTROL D.D NO:-
SOFTWARE (REMOTE PANEL)
Before Corrective Action After Corrective Action
T =l
2 o 215 ol|z 2
Items/ Potential Mode Gorgutiue/ % § £ ¢ S s:: Current ‘E '§ : E ?_:
S.No. ; Design Intentions i Cause Local Effects System Effects Global Effects | Recommended | 3| $ |3 § £ o Responsibility el 21 ElE &
function of Failure : >| £|@ g2 <9 Control =1 &l oo
Action 2l 2l 4% 8 FT Al 2l E
2 9x S O & 3
o = Z
e CPU and
Modules :
. . e Use quality
failure e Immediate wefiite
e RAM data ; replace the produtts
. e Delay in well e Verify in
corruption faulty
control FAT
e Hardware . . component -
: y ® Loss of communication. | operations e Verified
To Create a hardware configuration e Create
S Program errors e Loss of well control e |n case of —— hardware
Hardware softwgare for phvsical execution fails e e PLC Goes into fault system functionality failure lans fir Y configuration | PLC
1 \ . phy to start. g mode and fault LED e Operational shutdown hardware P 7 6 | 4 | 168 | in program programmer/Assem | 5 2 3 130
configuration | data Hardware : harware oo
< ; Program Cant , WILL GLOW due to system failure. modules : e Critical bly department
processing,sequencing Selection, ‘ . , failure
. be download. e Cascading failure in remote panel spare parts
and execution Hardware . e Conduct
other system will not be able , are kept on
Not Installed routing
to operate BOP | . . hand to
Properly .1/O Ram inspections G —
Moudle Rack . ' and electrical P %
; y damaged
Pins Not testing combonents
Fixed P
Properly
e PLC
Egofzm may | o PLC Goes into fault
To Create a control mode and fault LED - e Delay in well
correct @ Loss of ability to see all s
Program for pressure WILL GLOW control e Verify in
. All Preessure e Hardware . the pressure of the BOP ;
execution, Convert . . e Applicable status ) operations . FAT
. Program configuration |, . o /diverter e Diagnose the o
pressure into an . indicator is lit on CPU - e Could not ' e Verified
2 Press N execution errors ® Loss of alarm capability probleminPLC | 6 | 7 | 4 | 168 PLC programmer 3 |36
electrical signal and : module see all the Pressure
. g stops in the e Analog ; for pressure program L
diplayed as a digital . e \Wrong Reading can . - pressures of Logic in PLC
, CPU. input ® Loss of logging capability
reading on the gauges be show on the HMI BOP control program 7%
module may . of pressure values. \ )
and HMI Screen and Digital unit. O
be faulted : 2
Gauges =
® |osse S
wiring 5
To Create a control All alarms in e PLC e Inability to see e Loss of ability to see all e Delay in well . e Verify in
Program for execution | program rogram may | BOP's alarms the alarms of the BOP control w DiGgngzertie FAT
3 | FAULT 6 program | brog y . ; ; probleminPLC | 5 | 5 | 4 | 100 n PLC programmer 3|23 |18
; of fault alarm, and execution will be not e All alarms execution | /diverter operations P e Verified
execute visual and stop. correct will stop e Loss of ability to see low | e Could not prog Fault Logicin
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audiable on Panels eEthernet pressure alarms see any alarms PLC program
Cable can be e Loss of ability to see any | of BOP control
short. fault alarms unit.
e Verify in
To Create a control e PLC FAT
Verifi
!Drogram for ' . program may o Operationd) o eriﬁeq .
input/output logic and | operationand | be not e Fault Logic in
. . : inefficiency
received signal from feedback of correct ® 4-way valve will not ’ PLC program
" e Extended e Diagnose the o PLC
sensors/Pressure four wayvalve | e e PLC Goes into fault operate for . . e Critical
IP_OP ; downtime problem in PLC 210 programmer/Assem 48
switches/push button, | Program Input/Output | mode and fault LED open/block/close 4 D& Wl —" spare parts blv department
processes the execution will module may | WILL GLOW e Operational Delays contror prog are kept on ¥ ueR
information and stop. be faulty ® 4-way valve will not : hand to
; operations
display on remote e |osse operate and feedback replace any
panels wiring of valve position will damaged
also not execute components
e PLC
In the event program may
horn f ify i
y GiidSifalaD: | Behay @ Loss of ability to hear 8 VErTyin
in program correct : . FAT
To Create a control execution will o RuneEan e Horn will not alrm sound I T—_— e Diagnose the o Verified
HOOTER Program for BOP . B activate if any alarm e Loss of alarm capability | . p . problem in PLC 144 . PLC programmer 24
Al stop.In This be Short e R ———— inefficiency I Alrms Logic
Mode, Sounder | ,Incomplete, PP : P ; PECE in PLC
funcatios fail
canor Cantbe | or Wrong program
stop NO/NC Coil
Selected
e PLC
sogmmiTiE] e Loss of ability to operate
_ . . . Verify i
It evaitat | Be fiot T — the BOP_ RAM/diverter (via o Op-eratlonal e Verify in
- remote interface only). inefficiency FAT
a module or correct communication of . . s
To Create a control sk e Loss of sequencing ® Extended e Diagnose the e Verified
rack loss ® Rung Can panels will stop i e d . ; :
VLV_ACT Program for 4-way ; timing or interlock downtime problem in PLC 96 | Valve Logic PLC programmer 30
. program be Short e |t can possible that . . .
valve activation. ; ; function e Delay in well | program sequencing
execution will ,Incomplete, | some valves operate - .
@ Loss of alarm capability | control in PLC
stom or Wrong or Not @ Loss of loggin operations rogram
HQ/NC.Col capabilit sene P Proe
Selected P y.
e PLC
Egof;m may e Loss of ability to see all
correct the pressure of the BOP e Operational e Verify in
o Hardwats ® PLC Goes into fault | /diverter inefficiency e Diagnose the FAT
To Create a control Preessure ; . mode and fault LED e Loss of alarm capability | e Loss of problem in PLC e Verified
configuration -
Program for pressure | Program WILL GLOW for pressure ability to see program Pressure
Press . . errors ; - - . 140 ™ PLC programmer 45
execution on remote | execution LA e Applicable status e Loss of logging capability | all the Correct | e Verify Logic in PLC
panels stops. € indicator is lit on CPU | of pressure pressure Hardware program and
output ; ;
module ® Pressure Values Can be values on the configuration hardware
module may : :
Freeze on the HMI Screen | HMI Screen configuration
be faulted . .
or Digital Gauges
@ |osse

wiring
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e PLC

e Verify in
program may e Bperational erify
be not i . - FAT
In the event correct e All alarms Reset e Loss of ability to reset inefficiency & Verifisi
To Create a control reset of alarms & Riifig C4i execution will stop the alarm of the BOP @ Loss of e Diagnose the Pressure
8 VLV_RST Program for BOP in program b Shfrt e Alarms Generate /diverter ability to reset | problem in PLC 100 Logic in PLC PLC programmer 27
alarms reset logic execution will Continously/Frequentl | ® User can not able to the all alarms program €
Jncomplete, . o p program and
stop. y stop /identified alarms e Horn will
or Wrong continues blow hardware
NO/NC Coil configuration
Selected
e Verify in
FAT
e Verify PLC
To Create a control e PLC program in
Program for input rogram ma e Operational INPLIT Blagk
.g .p prag ¥ : e Loss of operation . p. . e Diagnose the e Verify
logic and received , be not e PLC Goes into fault o inefficiency !
: operation and capability of 4-way valve. problem in PLC Input and
signal from push . correct mode and fault LED e Can be opertae wron e Extended A module
9 INPUT button, processes the Y ) e Input WILL GLOW P & downtime Prog ; 140 PLC programmer 18
. , valve execution : Selector Valve , e Verify hardware
information and ; module may | e 4-way valve will not e Delay in well .
will stop. e Selector Valve Can be Hardware e Critical
execute on master be faulty operate g - control . ,
Work in Reverse direction. ) configuration spare parts
panel for 4-way valve ® |osse operations
operation wiring are kept.on
hand to
replace any
damaged
components
e Verify in
FAT
e Loss of capability to see e Verify PLC
o PLC the position of 4-way valve wOpErations! program in
e Can be operate wrong o i INPUT block
To Create a control program may . inefficiency 1 )
P —— bé ket ® PLC Goes into fault Selector Valve or &[5 o e Diagnose the e Verify
‘g - g Feedback of mode and fault LED Regulator, Selector Valve / s problem in PLC Outputt and
logic and received correct ) ability to see 4-
. four way valve WILL GLOW Regulator Can be Work in program module
10 | OUTPUT signal from master : . e Output . way valve ) 140 PLC programmer 18
execution will e Feedback of 4-way Reverse direction s e Verify hardware
control panel of 4-way module may . . p ; position,alarms i
stop. valve position will also | @ This Can be Possibe the : Hardware e Critical
valves and alarm be faulty e Delay in well . .
not execute Wrong Selector Valve configuration spare parts
status ® |losse control
i Feedback and alarms enAlIETE are kept on
& appear on the Remotes P hand to
Panels replace any
damaged

components
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VLV_CON

To Create a control
Program for bop 4-
way valve
configuration

In the event
program
execution will
stop.In this
Mode,
Execution of
communication
rung stop
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e PLC
program may
be not
correcte
Rung Can be
Short
,Incomplete,
or Wrong
NO/NC Coil
Selected

e Impaired BOP

functionalitye Inability
to operate 4-way valve
from remote panelse
Lack of 4-way valve

status

visibilityeInability to
detect BOP alarmse

Execution of

communication of

panels will stop

e Loss of operation
capability of 4-way valve.e
Loss of capability to see
the position of 4-way
valvee Loss of sequencing
timing or interlock
function; loss of alarm
capabilitye Loss of logging
capability.e Pressure
Values Can be Freeze on
the HMI Screen or digital
gaugese Alarms Generate
Continously/FrequentlyeU
ser can not able to stop
/identified alarms Data
Communication Between
Panels Breaks

e Operational
inefficiencye
Loss of
operation
capability of 4-
way valve.e
Loss of
capability to
see the
position of 4-
way valve
position,alarms
e Delay in well
control
operations

e Diagnose the
problem in PLC
program

192

e Verify in
FATe Verify
in PLC
program in
VLV_ACT
block

PLC programmer

60
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Before Corrective
Action

After Corrective

Action

e CPU and Modules failure

e RAM data corruption

e Hardware configuration errors
eWrong Hardware Selection,
Hardware Not Installed Properly
.1/0 Moudle Rack Pins Not Fixed
Properly

168

30

® PLC program may be not
correct

e Hardware configuration errors
e Analog input module may be
faulted

® |osse wiring

168

36

® PLC program may be not
correct
eEthernet Cable can be short.

100

18

e PLC program may be not
correct

e Input/Output module may be
faulty

® losse wiring

210

48

® PLC program may be not
correct

e Rung Can be Short
,Incomplete, or Wrong NO/NC
Coil Selected

144

24

e PLC program may be not
correct

® Rung Can be Short
,Incomplete, or Wrong NO/NC
Coil Selected

96

30

e PLC program may be not
correct

e Hardware configuration errors
e Analog output module may be
faulted

e losse wiring

140

45

® PLC program may be not
correct

e Rung Can be Short
,Incomplete, or Wrong NO/NC
Coil Selected

100

27

Risk Priority (RPN) Control System for Surface BOP Stack

s Before Corrective Action = After Corrective Action

e CPU and Modules failure
o RAM data corruption
» Hardware configuration errors
eWrong Hardware Selection, Hardware Not Installed Properly 1/0
Moudle Rack Pins Not Fixed Properly

250
® PLC program may be not correct
o PLC program may be not correct 168 e Hardware configuration errors
e Rung Can be Short,Incomplete, or Wrong NO/NC Cail Selected » Analoginput module may be faulted
« losse wiring

192 200

# PLC program may be not correct
e Outputmodule may be faulty
o losse wiring

® PLC program may be not correct
sEthernet Cable can be short,

140 ~._

 PLC program may be nol correct
e Input/Output module may be faulty
o losse wiring

® PLC program may be not correct 140 -
e Input module may be faulty
e losse wiring

- 210

e PLC program may be not correct ® PLC program may be not correct

® Rung Can be Short,Incomplete, or Wrong NO/NC Coil Selected

® PLC program may be not correct
e Hardware configurationerrors
o Analog output module may be faulted
o losse wiring

o PLC program may be not carrect
® Rung Can be Short,Incomplete, or Wrong NO/NC Coil Selected

® Rung Can be Short,Incomplete, or Wrong NO/NC Coil Selected




@ PLC program may be not
correct

e Input module may be faulty
e losse wiring

140

18
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10

® PLC program may be not
correct

e Output module may be faulty
e |osse wiring

140

18

11

e PLC program may be not
correct

® Rung Can be Short
,Incomplete, or Wrong NO/NC
Coil Selected

192

60
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DATE:-
/i 7 FAILURE MODE EFFECTIVE ANALYSIS (FMEA) PO. NO:-
CONSOLIDATED (According to IEC 60812)
PRESSURE CONTROL D.D NO:-

HARDWARE (REMOTE PANEL)

Before Corrective Action After Corrective Action

5 > Z| =
z| s|34£E z| 5| 8|€2
3 i = | & d = 2 =
Items, 3 ial mode of Recommended = el = D e Current y = @ |2 7]
S.No. . / Design Intentions facd il ) Cause of failure Local Effects System Effects Global Effects Coractia/ : 3 E = . Responsibility o @ 5|1& d
function Failure Action > | ® g 2 Control 2| €| ©8lx4
(7} wil.a o e i 4 O | B
2 SEORIERECNE & S S e e
o =z =
- e Replace the Faulty e Verified in
@ Proximity Sensor e
Proximity Sensor FAT
may be faulty . e Loss of .
. e Inability to detect . . e Upgrade Sensor system e Use Quality
Feedback of four e connection loose G capability to see | e Delay in well control -
. - position of 4-way o : e Inspect the wiring and products
Proximity Feedback of 4-way | way valve between proximity the position of 4- | operations ; i
1 - . d 3 valves connections 7 3 4 84 | e Experienced | Assembly department. | 5 2 3
Sensor valve position. execution will Sensor to amplifier way valve. e Legal and Regulatory . ;
) . . ® Loss of local e Cunduct routine workers will
stop. ® Disc detaint pointer o e Degraded Consequences . .
may not come within MpNICHRE efficienc INSpectons Agthe
¥ Y e Adjustment disc detaint Assembly and
sensor range ; .
pointer connections
: e Verified in
® Delay in well control
- ® Loss of well . . FAT
: . ® Inability to operate operations e Immediately replace the -
Operation of 4- ® Solenoid valve may control system . . e Use Quality
; ; 4-way valves ; . e increased risk of faulty component
. Operation of 4-way | way valve will be faullty . functionality - products
Solenoid . e Operational blowout @ Inspect the wiring and i o
2 valves stop from e connection loose . ) e Increased : : 7 5 4 | 140 | e Circuit Assembly department. | 4 2 3
valve ; ; disruptions ) e In case of failure connections :
(Open/Block/Close) | Driller/Tool between Solenoid ) downtime for . . i protection,
e Impaired BOP solenoid valve will not e Check the air filter of :
pusher panels valve to PLC modules : : unplanned b . . Testing
functionality . be able to operate BOP | solenoid valve input line
repairs e Spare part
rams open/close .
list
® Pushbutton may be A ——" e Verified in
T Inability to faulty e Partial or complete . y . FAT °
Giving Signal to ) ; ; s will not operate . e Immediately replace the
il SHERE AW Activate BOP e connection loose failure of specific for e Operational faulty component Item must be
3 P . ¥ Functions from between push button | BOP functions. inefficiency v P p 7 5 4 | 140 | in stock. Assembly department. | 3 2 3
button valve funcations . open/block/close - @ Inspect the wiring and
remote control to PLC modules e Operational , e Extended downtime ; ® Party
(Open/Block/Close) ) . ) e Operational connections
pnaels ® Faulty Actuation disruptions Delavs recommended
mechanism ¥ spare part list.
o Pilot light may be * Losse) Wl o Verified in
\ Inability to see 4- g v e Inability to detect control system e Compromised well . FAT °
Indicates the 4-way . faulty ° . } e Immediately replace the
valve positions way valve position connection loose 4-way valve functionality control P —— Item must be
4 Pilot light i on remote control Py positions ° e Increased e degraded efficiency Y ponem 7 3 4 84 | in stock. Assembly department. | 5 2 3
either open,block between pilot light to ? . ; : e Inspect the wiring and
panels Operational downtime for e missed preventive . e Party
or close PLC modules ® : . : ; connections
(open/block/close) disruptions unplanned maintenance triggers recommended
LED may be burned . ;
repairs spare part list.
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e Verified in
e L ;
oss of well o immediately replace the FAT
; ; . control system ® Proper
Receive electrical - e Inability to see . . faulty component :
: - o Digital Gauge may . functionality " surging to
signal from Inability to see pressure reading e Safety and Well e Inspect the wiring and
- . be faulty e Loose . ; e Undetected , , reduce
Digital Transducer and pressure reading Y : e Localized failure of ; ; Control Risks connections . .
) wiring e Excessive : failure leading to ; 112 | vibrations Assembly department. 3 |24
Gauge diplayed as a on remote control . ’ BOP operations ; e Operational Delays e perform system pressure .
= ; vibration ° . cascading system e Use quality
digital reading on panels ® Operational . and Loss of Revenue test
i Extreme Temerature . . issues ° . : product
the gauge's screen disruptions e Verify pressure readings
Reduced safety L e Party
. on digital gauges
margins recommended
spare part list.
e Verified in
FAT
lit
e Proximity Sensor » Use Dulality
. e Loss of ® Replace the Faulty products
; ; may be faulty e Inability to detect - . s ;
Low signal received | Feedback of four - " capability to see | e Delay in well control e Inspect the wiring and ® Experienced
e connection loose position of 4-way o : . :
e from sensors and way valve o the position of 4- | operations connections workers will
Amplifier . . . between proximity valves ; 84 Assembly department. 3 130
give to plc modules | execution will - way valve. e Legal and Regulatory e Cunduct routine do the
g ieo Sensor to amplifier e Loss of local ; ,
with amplify signal. | stop. - . e Degraded Consequences inspections Assembly and
e Amplifier may be Monitoring s . . :
fault efficiency e Verify the input voltage connections
¥ e Party
recommended
spare part list.
. lace the F e
e Pressure switch S HeRlas .e ality e Verified in
Pressure switch
may be faulty ; FAT
L . e Loss of ® inspect and clean ’
e Wiring fault or e Inability to detect . . £ e Use Quality
Feedback of four ; o capability to see | e Delay in well control sanubber oil
loose connections position of 4-way vl 5 - products
Pressure Feedback of 4-way .| way valve ; the position of 4- | operations ® Inspect the wiring and 5
. o . . ® Sunbber oil may be | valves ) 112 | e Experienced | Assembly department. 3 |24
Swtich valve position, execution will . way valve. e Legal and Regulatory | connections .
jammed e Loss of local ’ workers will
stop. \ - e Degraded Consequences e Cunduct routine
e Adjustment wheel Monitoring . : ; do the
efficiency inspections
may be not set ) Assembly and
el e Adjustment pressure CoTIeCHEHS
PEORETY switch wheel
e Verified in
e ® Loss of well e Immediately replace the FAT °
e Inability to see .
Convert pressure ) control system faulty componente Inspect Use quality
. ; i pressure reading on ) . iy !
into an electrical Inability to see e Pressure transducer functionalitye e Safety and Well the wiring and connectionse product
. : remote panelse . oo
Pressure signal and pressure reading may be faultye Loose ; ) Undetected Control Riskse perform system pressure e Critical spare
) 50 ; Localized failure of ; . . . 112 Assembly department. 3 |24
Transducer | diplayed as a on remote control | wiringe Sunbber oil e — failure leading to | Operational Delays and | teste Verify pressure parts are kept
digital reading on panels may be jammed 0 eratpional cascading system | Loss of Revenue readings on digital gaugese on hand to
the gauge's screen ‘p . issuese Reduced inspect and clean sanubber replace any
disruptions . .
safety margins oil damaged
components
To prevent
explosion in e Flamable Gases e Critical spare
hazardous areas by ricHfiiEad SostaT e Purge may be faulty | Can be enter inside e Degraded e Safety and Well ® Repair or Replace Faulty parts are kept
continuosly . Y e Air supply failure the Panels. efficiency Control Risks Components on hand to
Purge , readiness and b . N : 60 Assembly department. 3 | 18
removing safet e Insufficiant air @ Short circuit or PLC | e BOP control e Regulatory and Legal e Compressor with replace any
potentially ¥ supply System can be Burn system failure Conseguences sufficient air supply damaged
flammable gases or Failure components

from the system
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10

e Complete failure of

® Loss of well
control system
functionality

e 4-way valve

e Verified in
FAT

e Simulate the
failure

BOP functions. . condition &
® Frequent power ; will not operate . . .
- : e QOperational elmmediate Diagnosis check the
Inbilicy'to CutgEe aulEipion: disruptions for ® Repair or Replace Fault redundant
Receives input Activate BOP e Input/Output (I/0) P e open/block/close P P Y .
. ) . e Personnel injuries : ’ Components working of
signal from Functions form module disconnected . e Operational ® Blowout Risk i
or fatalities . e Check Communication both panel.
PLC CPU sensors/Pressure remote control between CPU . Delays e Operational Delays . PLC
< : g e Evacuation delays i . Links e Software
and it's switches/push panels and e Communication i ® Loss of and Financial Loss . 64 . programmer/Assembly
. e Inability to operate i ® Power Supply Inspection valiation to be
module button, processes monitor 4-way Break capability to see | ® Regulatory i i . department.
A . v . 4-way valves i ; e Inspect the wiring and verified
the information valve position, e Connection loose - the position of 4- | Compliance Issues : ;
; : e [nability to detect connections e Experienced
and control devices | pressure readings, | between PLC modules s way valve. . i
g position of 4-way e Cunduct routine workers will
alarms e PLCCPU and it's ° ) ,
valves inspections do the

module may be faulty

e Loss of local

Communication
Breakdown of

Assembly and

Monitorin connections
& Valves Remote
. ® Party
operation, Alarm
recommended

& indication.

spare part list.

15

Risk Priority (RPN) Control System for Surface BOP Stack

= Refore Corrective Action

s Afler Corrective Action
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Before Corrective
Action

After Corrective
Action

e Proximity Sensor may
be faulty

e connection loose
between proximity
Sensor to amplifier

e Disc detaint pointer
may not come within
Sensor range

84

30

e Solenoid valve may
be faullty

e connection loose
between Solenoid
valve to PLC modules

140

24

e Pushbutton may be
faulty

e connection loose
between push button
to PLC modules

e Faulty Actuation
mechanism

140

18

e Pilot light may be
faulty °
connection loose
between pilot light to
PLC modules 0
LED may be burned

84

30

e Digital Gauge may be
faulty ® Loose
wiring @ Excessive
vibration °
Extreme Temerature

112

24

e Proximity Sensor may
be faulty

e connection loose
between proximity
Sensor to amplifier

e Amplifier may be
faulty

84

30
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e Pressure switch may
be faulty

e Wiring fault or loose
connections

e Sunbber oil may be 112 24
jammed

e Adjustment wheel
may be not set
properly

e Pressure transducer
may be faulty

e Loose wiring 112 24
e Sunbber oil may be
jammed

e Purge may be faulty
e Air supply failure 60 18
e Insufficiant air supply

® Frequent power
outage or fluctuationse
Input/Output (1/0)
module disconnected
between CPUe
Communication Breake
Connection loose
between PLC modulese
PLC CPU and it's
module may be faulty

64 15




